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Abstract 

An end-to-end Continuous Integration/Continuous Deployment (CI/CD) framework for data 

engineering is proposed, enabling automation from source control to development, testing, 

deployment, and monitoring. Supporting advanced development patterns like Infrastructure as 

Code (IaC), DataOps, and MLOps, these best practices enhance collaboration, streamline 

provisioning, and improve observability while ensuring consistent quality, security, and 

compliance. As the underpinning for a Zoomcar production-grade data engineering pipeline on 

Azure Databricks, the architecture supports a demand-based data engineering approach that 

favors data availability over access latency for Data Mesh adoption. 

Cloud-based Data and Analytics platforms support advanced analytics, Artificial Intelligence, 

and Machine Learning on Near Real-Time Streaming data, enabling data-driven enterprise 

decision-making. Continuous Integration/Continuous Deployment (CI/CD) with DevSecOps is 

ubiquitous in Software Development and Application Development. Expanding CI/CD to ETL 

pipelines supporting MLOps and DataOps brings powerful, tested, and fast-productized code 

into Production for Cloud-Based Data Engineering Process. Data Availability on Demand 

supersedes Data Availability in Real-Time. A well-governed Data Lakehouse serving a Data 

Mesh architecture with a focus on Data Availability, Quality, and Security over Streaming 

Latency meets the demands of a Data Vision for a Data-Driven Enterprise. 

Keywords: CI/CD for Data Engineering, DataOps Frameworks, MLOps Pipelines, DevSecOps 

Integration, Infrastructure as Code (IaC), Data Lakehouse Architecture, Data Mesh Adoption, 

Azure Databricks Pipelines, ETL Pipeline Automation, Data Pipeline Orchestration, Near Real-

Time Analytics, Streaming Data Processing, Data Availability Optimization, Data Quality 

Governance, Secure Data Engineering, Observability in Data Systems, Cloud Data Platforms, 

Automated Data Deployment, Enterprise Data Engineering, Scalable Analytics Systems. 

1. Introduction 
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Real-time analytics on incoming data streams from various sources enables companies to 

monitor events as they occur. With a CI/CD (continuous integration/continuous deployment) 

framework in place, teams can build the required data pipelines rapidly and process the received 

data in real time, which serves as an additional benefit of having CI/CD processes in place. A 

CI/CD-enabled data engineering architecture for these types of pipelines built on the Azure 

Databricks ecosystem is examined here, then deployed and observed. This implementation 

demonstrates a blueprint for building similar CI/CD-enabled data engineering architectures in 

Azure Databricks. 

As additional data quality, observability, governance, and security controls are 

incorporated into the CI/CD pipelines, operations teams can deploy and use these pipelines with 

confidence and monitor their operations in real time. This implementation details the 

architecture, data ingestion and ingestion processing job, data quality, observability, and 

governance controls, along with a CI/CD strategy aligned to the broader CI/CD strategy in use at 

the organization. 

2. Architectural Overview 

Cloud Data Engineering employs a specialized set of design, development, 

implementation, and operational capabilities for moving, transforming, and preparing data to 

enable agile, real-time data integration, data science, and analytics. An example of such an 

architecture is presented, creating an end-to-end CI/CD-enabled data engineering solution on 

Azure Databricks that processes a Twitter API feed. A general data engineering strategy, 

frequently used deployment patterns, important CI/CD considerations, and applicable 

technologies are also discussed in detail. 

The manner in which data engineering differs from data integration emphasises the 

requirement to make data analytics-ready in real time in support of agile Data Lakes, especially 

within a DevOps framework. CI/CD strategy for data engineering is covered through source 

control and repository structure, Infrastructure as Code and environment provisioning, 

Development, Quality Assurance (QA), Production, Security, and Operational requirements. A 

Twitter data feed case study demonstrates the interplay of these considerations in Azure 

Databricks. 

2.1. Data Ingestion and Streaming 
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In real-time analytics scenarios, data ingestion into Azure Databricks occurs in near real-

time for business events and using batch processing for operational batch jobs. Azure Databricks 

supports ingestions via Azure Event Hub, Kafka, Azure IoT Hub, and Azure IoT Hub using 

Structured Streaming or trigger-based micro-batch/trigger-based batch processing. The 

Structured Streaming engine in Azure Databricks is equipped with integrations for Kafka and 

Azure Event hubs for reliability and resiliency to scale from thousands to millions of messages 

per second. 

Continuous integration and deployment (CI/CD) strategies address security and quality 

considerations during data ingestion. Data quality quality frameworks are applied as close to 

source ingestion as possible. Cloud-native, Infrastructure as Code, security, monitoring, 

observability, and governance frameworks are integrated as core development ingredients 

requiring low effort configuration and minimal enforceable disruptions. 

2.2. Data Lakehouse and Storage Layer 

Data is stored on Azure Data Lake Storage Gen2 using the Delta Lake format to support 

ACID transactions, data versioning, schema enforcement, and other features. The Delta format 

also enables time travel and supports an operational data lakehouse architecture in which data 

can be stored as a data warehouse for both operational reporting and analytical workloads. 

Notebook, MLflow, pipeline, and jobs are bundled together in a CI/CD-friendly, multi-branch 

development and release setup. Development code from feature branches gets automatically 

picked up by the continuous integration (CI) pipeline for testing, and CI feedback prevents faulty 

code from being merged into the main branch. 

The CI process also builds Delta Silver and Gold table pipelines and feature stores, all 

deployable to production. New Delta tables get added to the Databricks Metastore and Business 

Glossary. Dev/test environment provisioning and configuration, MLflow configuration, 

observability integration, monitoring integration, code linting, secrets management, and security 

requirements are all monitored as infrastructure as code (IaC) components. Continuous 

Deployment (CD) orchestrates the production deployment of the job scheduling-based setup and 

a fully functional alerting and monitoring stack, providing a real-time data-engineering CI/CD 

framework. The requirements for end-to-end CI/CD in data engineering for real-time analytics in 

Azure Data-Bricks are met. 
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Fig 1: Azure Databricks Modern Analytics Architecture 

3. Methodology 

In summary, a practical, repeatable continuous integration/continuous deployment 

(CI/CD) strategy for data engineering pipelines, data quality validations, security configurations, 

and accompanying infrastructure has been designed and validated. The CI/CD implementation 

takes advantage of the capabilities of Azure Databricks, with particular emphasis on Azure 

Databricks Repos, Azure Databricks CLI, jobs, and init scripts. The strategy is not specific to 

Azure Databricks and can be adapted to accommodate other data stores and analytics platforms. 
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Furthermore, the CI/CD approach has been integrated within a broader data engineering 

framework encompassing source control, infrastructure as code, data quality, observability, 

security, and data governance. 

The implementation of the CI/CD strategy is demonstrated in an end-to-end example 

within an Azure Databricks ecosystem. The solution pipeline ingests COVID-19 data from 

several repositories, performs data quality validation, and productionizes the data into a Delta 

Lake, making it available for downstream analytics. Key components of the implementation 

architecture include source control integration, pipeline and deployment orchestration, an 

observability stack with real-time logging, monitoring, and alerting capabilities, and the 

provision of infrastructure in a repeatable and consistent manner. 

3.1. Version Control and Repository Management 

Git-based version control and repository management for code, tool and library 

development is essential for enabling, testing and monitoring deployments in an Azure 

Databricks ecosystem. Version control records and tracks metadata, maintaining a lineage of 

changes made to source code files and enabling rollback. These audit logs become critical in 

testing, validation and verification phases of deployment. Code changes undergo peer review via 

pull requests within the team before merging to the main branch. Essential data engineering 

libraries and common functions are organised in a custom Python package published to Azure 

Artifacts for use in notebook development. 

Two Git repositories are required: one containing all artefacts for a given deployment 

(services, pipelines, infrastructure), and another dedicated to the development or testing of 

source code-driven code artefacts. Infrastructure deployment is also governed by code, using 

Terraform as the IaC tool for provisioning all resources in Azure. An Azure DevOps pipeline 

executes the test plans, logs all tool and library source code activities and triggers an import job 

based on the .tar files posted for the Databricks workspace. 

Equation A. End-to-end pipeline latency 

Step 1: Define stage-wise latency 

Let 
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 𝐿𝑖 = ingestion latency 

 𝐿𝑞 = data quality validation latency 

 𝐿𝑡 = transformation latency 

 𝐿𝑠 = storage/write latency 

 𝐿𝑜 = orchestration/CI-CD/monitoring overhead latency 

Step 2: Add all stage delays 

𝐿total = 𝐿𝑖 + 𝐿𝑞 + 𝐿𝑡 + 𝐿𝑠 + 𝐿𝑜 

Step 3: Expand ingestion latency 

In streaming systems, ingestion latency is often composed of: 

𝐿𝑖 = 𝐿network + 𝐿broker + 𝐿microbatch 

So, 

𝐿total = 𝐿network + 𝐿broker + 𝐿microbatch + 𝐿𝑞 + 𝐿𝑡 + 𝐿𝑠 + 𝐿𝑜 

4. Objective of the Study 

A general objective of the research is to define a continuous integration/continuous 

deployment (CI/CD) framework for data engineering on Azure that follows industry best 

practices. Considerable literature exists on CI/CD for data science workflows, yet the same 

cannot be said for data engineering: the typical approach has been one of ad-hoc development 

and deployment similar to traditional software engineering. The framework extends beyond mere 

version control to consider the full data engineering lifecycle, including management of 

infrastructure as code (IaC), secured observability, data quality assurance, compliance checks, 

deployment orchestration, and more. 

The architecture and implementation serve as a point of reference for organizations 

seeking to adopt a CI/CD-enabled approach to data engineering workloads in Azure Databricks 
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environments. Specific goals include defining a source control and repository structure, 

provisioning CI/CD support for the data engineering lifecycle, ensuring data quality and 

observability, addressing security and compliance considerations, and implementing scheduling 

and monitoring solutions. The general approach can be readily generalized to other Azure 

services in conjunction with a dedicated CI/CD toolchain. 

4.1. Goals and Aims of the Research 

Data engineering today enables enterprises to improve real-time decision-making and 

derive more value from data by speeding up the development and deployment of reliable 

production data pipelines. It aims to provide CI/CD for data pipelines and improve data quality. 

As part of an end-to-end solution for real-time data pipelines in the Databricks ecosystem, an 

automated CI/CD framework using Azure DevOps was built. It enables source control, 

automates building and deploying Azure infrastructure using IaC, applies data quality checks 

using Great Expectations, tracks data drift with Azure ML Pipelines, executes models using 

Azure ML, and monitors logs and metrics using Azure Monitor. A framework-based 

implementation integrated all these atomic data engineering CI/CD building blocks for a sample 

use case. 

Truly taking full advantage of the capabilities of data engineering can only take place 

when tested and ready-for-production data pipelines are deployed in a rapidly automated manner 

using industry best practices. Data engineering's primary goals can thus be stated as providing 

CI/CD for data pipelines in production, delivering pipelines that execute with high quality and 

high performance, detecting data quality issues, and uncovering insights into data for 

observability and governance. 
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Fig 2: Azure End-to-End Data Engineering 

5. Research Summary 

The proposed CI/CD strategy addresses the distinct needs of data engineering pipelines 

by extending the concept to cover all aspects of a data project, scale, and data setup. It leverages 

Git as a version control system, Terraform for infrastructure as code workflow, dbt and Great 

Expectations for data quality testing, and Apache Airflow for orchestrating, scheduling, and 

monitoring the end-to-end pipeline deployment. The CI/CD pipeline is implemented using Azure 

DevOps and deployed in an Azure Databricks environment while the ADF real-time monitoring 

component feeds the data back to Datadog observability infrastructure; thus, enabling dynamic 

alerting on all stages of the setup. 

Details of the end-to-end implementation of the CW data engineering use case are then 

discussed, laying out the scenario description, requirements, data model, syntax, and 
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configurations necessary to apply the strategy in real-world projects. A hosted services e-

commerce organization is considered, with data captured from the customer side of the operation 

being sent directly to the cloud in near real time through a message-passing architecture. Redis is 

employed as the data broker to temporarily hold the data until data lakes become available. 

Storage in Microsoft Azure is used to demonstrate capability with Azure services such as 

Databricks, Airflow, and Data Factory (ADF). 

5.1. Continuous Integration/Continuous Deployment (CI/CD) Framework for Data 

Engineering 

The wide variety of workflows in data engineering projects means there is no one-size-

fits-all development strategy or set of best practices. Continuous integration and continuous 

deployment (CI/CD) practices have been widely adopted by software engineering practitioners, 

yet data engineering projects are often excluded. Just as data engineering workload designs and 

their requirements differ, so also do the CI/CD practices followed by their practitioners. The 

proposed CI/CD framework aims to capture many of these best practices while ensuring a 

minimal set of requirements. The approach has several key components, including source control 

and repository structure, Infrastructure as Code for environment provisioning, data quality 

frameworks and metrics, observability through logging, metrics, and tracing, secrets 

management, training data alignment and consistency checks, deployment orchestration and 

scheduling, and real-time monitoring and alerting. 

A worked example of the proposed framework is presented. While the CI/CD for the 

Azure Databricks data engineering environment is the driving focus case, practitioners working 

outside of this specific cloud ecosystem or implementing CI/CD strategies for other types of 

operating environments can use the CI/CD foundation and supporting components as a reference. 

The strategy is agile and scalable and can be applied to both small- and large-scale data 

engineering projects. Within Azure Databricks, the framework provides a complete cloud-native, 

CI/CD-enabled, reusable data engineering solution, encompassing scanning, detection, 

classification, cleaning, masking, tagging, and real-time monitoring of sensitive data in data 

streams and Delta builds, with full support for data quality, observability, operationalization, and 

security and compliance. 
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Equation B. Throughput of the ingestion pipeline 

Step 1: Basic throughput definition 

If 𝑁 records are processed in time 𝛥𝑡, then throughput is 

𝑇 =
𝑁

𝛥𝑡
 

Step 2: Partitioned streaming case 

If there are 𝑝 parallel partitions and each partition processes 𝑟 records per second, then total 

throughput is 

𝑇 = 𝑝 ⋅ 𝑟 

Step 3: Resource-constrained form 

If each cluster worker processes 𝑟𝑤 records/s and there are 𝑤 workers, 

𝑇 = 𝑤 ⋅ 𝑟𝑤 

Step 4: Include efficiency loss 

In practice, not all resources are used perfectly. Let efficiency be 𝜂, where 0 < 𝜂 ≤ 1. Then 

𝑇effective = 𝜂 𝑤 𝑟𝑤 

6. CI/CD Strategy for Data Engineering 

The following subsections present the strategy adopted for integrating CI/CD practices 

into an end-to-end data engineering workflow, describe the repository structure and branching 

model implemented, and provide an overview of the CD framework mechanism to deploy and 

orchestrate changes to data engineering pipelines. 
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To realise true CI/CD in Data Engineering, source code must be stored in a git repository, 

with code changes managed through feature branches. A branching strategy that best supports 

the team's development workflow should be adopted (e.g., Gitflow, GitHub Flow, Trunk-Based 

Development). Azure Databricks allows notebooks to natively connect with Azure DevOps or 

GitHub repositories, streamlining this integration. 

Infrastructure as Code (IaC) allows you to define the correct configuration and 

provisioning of the prerequisites. The CI pipeline for IaC ensures that these provisioning scripts 

are automatically tested on every change and only approved changes are applied to the actual 

environment. This increases observability and reduces the chances of human error during 

provisioning. Azure Databricks offers the CLI tool, Terraform provider, Terraform module, 

Databricks-CLI-Action, and Terraform-Action to simplify IaC for Azure Databricks. 

 

6.1. Source Control and Repository Structure 
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A typical CI/CD strategy relies on a centralized source control repository to manage all 

code, configuration files, specifications, documents, and ancillary assets. A sample folder 

structure for Azure-DB is shown in Fig. 7. Ideally, the folder structure should reflect the 

environment layout for different Databricks workspaces. Any dedicated Databricks-as-Code 

tools should also have their configuration files such as Databricks CLI profiles, Databricks 

Connect Profiles, DLT XML files, and so on stored in this repository. 

One significant aspect of CI/CD-enabled data pipelines is the ability to generate test data 

automatically, for example, by using Plumber and faker. Another interesting use case around 

data engineering setup is CI/CD for RAPIDS Delta Lake. Here, CI/CD pulls code changes from 

the Github repository and executes the DAGs in Airflow. The outcome of the execution is 

committed to another repository. The learning journey for non-technical users is stored in S3 

bucket, and DVC (Data Version Control) is used to version training configuration files and 

trained models. 

 

Fig 3: Stream Processing with Databricks 
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6.2. Infrastructure as Code and Environment Provisioning 

Like other areas of software engineering, data engineering projects benefit from 

maintaining an Infrastructure as Code (IaC) configuration frozen in source control. As such, the 

deployment of a Databricks workspace can be fully automated with Terraform and other 

deployment tools and become part of a CI/CD pipeline. An example of a modular approach to 

IaC for a Databricks OCI workspace is illustrated here. The author’s team has also developed a 

Terraform helper library for OCI resources, facilitating the use of Terraform to deploy non-trivial 

workloads on OCI seamlessly. 

Among these subtleties, the end-to-end pipeline is designed to support both pre-

production and production environments: a dedicated testing cluster is created with an ephemeral 

development workspace hosted within the main deployment account. With this configuration, the 

data engineer can easily test all changes and validate both unit tests and upload of new notebooks 

from source control before validating changes in business testing and production workloads 

supported by the corresponding orchestration service. The ephemeral workspace is created using 

a factory concept and doubts specific to the Databricks service, such as the way exposed secrets 

are accessed within the notebooks. 

7. Data Quality, Observability, and Governance 

Data Engineering CI/CD Framework: Data Quality, Observability, and Governance 

A comprehensive data quality framework supports all data processing pipelines, from 

ingestion through consumption. Pipeline developers create quality rules, and data consumers 

automatically receive alerts when violations occur. As with application software development, 

observability of processing jobs is achieved through structured logging, logging of application 

metrics, and creation of traces. All logs and metrics are pushed automatically into a centralized 

observability platform. Business and application owners are notified via automated alerting when 

metrics reach defined thresholds. Governance capabilities are enabled by combining the 

observability platform with automatic reporting of data lineage and metadata. 

Data Quality Framework and Key Metrics 

Data quality frameworks and definitions have become an important area of focus in 

recent years, with many frameworks and tools at various stages of maturity and development. At 
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the simplest level, observability of data quality can be achieved by pairing simple assertions with 

rule-based alerts. More complex frameworks allow teams to define quality metrics within a 

dedicated interface and connect them to business-level concepts such as SLAs, SLOs, and error 

budgets. In the absence of a comprehensive third-party tool, these principles can often be 

achieved using a least-privilege access model with built-in support for monitoring in various 

open-source libraries. 

Eites1 ODP Data Quality Observability is defined with respect to the surface of the data 

products offered to the organization and the important properties required for wise usage of those 

data products. Any quality-aware data processing layer should either automatically check and 

enforce these properties, or allow users to do so with minimal effort. 

Table 1: Derived Analytical Metrics for CI/CD-Enabled Data Engineering Architecture in 

Azure Databricks 

Metric Symbol Meaning Unit 
Why it matters in this 

article 

Ingestion 

throughput 
𝑇 Effective records 

processed per second 

records/s The article emphasizes 

near-real-time ingestion 

and scalable streaming in 

Azure Databricks. 

End-to-end 

latency 
𝐿total Total delay from source 

event to analytics-ready 

data 

s or min The paper contrasts real-

time/near-real-time 

delivery with governance 

and quality controls. 

Data quality 

score 
𝑄 Aggregate quality 

confidence over 

completeness, validity, 

freshness, etc. 

0 to 1 The paper repeatedly 

stresses quality checks 

near ingestion and 

through the pipeline. 

Deployment 

success 

probability 

𝑃success Probability a release 

reaches production 

without failure 

0 to 1 The paper frames CI/CD 

as a way to improve 

release quality and 

reliability. 
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Metric Symbol Meaning Unit 
Why it matters in this 

article 

Wasted 

compute cost 
𝐶waste Spend lost due to idle 

clusters, retries, failed 

runs, overprovisioning 

$/month Monitoring, orchestration, 

and automation are 

presented as operational 

controls to reduce waste. 

Observability 

score 
𝑂 Combined confidence 

from logs, metrics, 

traces, alerts 

0 to 1 Logging, metrics, tracing, 

and alerting are central in 

the article’s operational 

model. 

Security 

compliance 

score 

𝑆 Degree of conformance 

across IAM, secrets, 

encryption, masking 

0 to 1 The paper explicitly 

covers least privilege, Key 

Vault, encryption, 

masking, and private 

links. 

7.1. Data Quality Frameworks and Metrics 

The data quality component of the CI/CD for data engineering expounds on the 

motivation behind incorporating quality frameworks, practices, and observability as a means of 

achieving the desired CI/CD for data engineering proposition. The avoidance of poor-quality 

data is essential as it results in considerable loss for organizations due to inaccurate business 

decisions. Quality frameworks provide the foundation for defining data quality requirements and 

setting up suitable quality checks. To ensure a target quality, these checks should be regularly 

executed throughout the data delivery process. Recent advancements in automated data 

engineering further support the notion of data observability, which includes metrics, logging, and 

tracing, as it allows rapid detection and resolution of delivery process issues, including data 

quality failures. 

For data engineering pipelines, something is said to have quality if it is fit for use, which 

aligns with the traditional definition of quality. In the absence of dedicated, cross-functional 

business and engineering teams, the definition of quality needs to be established by the 

engineering team in consultation with the users. Quality frameworks provide guidelines for 

structuring this exchange. The business users identify the parameters to be monitored, potential 
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thresholds, and critical pipeline quality checks, including those required by downstream users, 

and the engineering team implements suitable checks to maintain the desired target quality. 

Monitoring and alerting for these defined checks help prevent and mitigate issues that may 

impact the fitness of the data. 

Equation C. Data quality score 

We can formalize overall quality from several components: 

 completeness 𝐶 

 validity 𝑉 

 consistency 𝐾 

 freshness 𝐹 

 uniqueness 𝑈 

Each lies between 0 and 1. 

Step 1: Weighted sum definition 

Let weights be 𝑤𝐶 , 𝑤𝑉, 𝑤𝐾, 𝑤𝐹, 𝑤𝑈, with 

𝑤𝐶 + 𝑤𝑉 + 𝑤𝐾 + 𝑤𝐹 + 𝑤𝑈 = 1 

Then define quality score 

𝑄 = 𝑤𝐶𝐶 + 𝑤𝑉𝑉 + 𝑤𝐾𝐾 + 𝑤𝐹𝐹 + 𝑤𝑈𝑈 

Step 2: Example sub-metric definitions 

Completeness: 

𝐶 =
non-null required fields

total required fields
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Validity: 

𝑉 =
records passing format/rule checks

total records
 

Consistency: 

𝐾 =
records consistent across rules/sources

total records
 

Freshness: 

If actual delay is 𝑑 and maximum acceptable delay is 𝑑max, a simple normalized form is 

𝐹 = 1 −
𝑑

𝑑max
 for 𝑑 ≤ 𝑑max 

Uniqueness: 

𝑈 =
unique records

total records
 

Step 3: Final aggregate 

𝑄 = 𝑤𝐶

𝑛complete

𝑛
+ 𝑤𝑉

𝑛valid

𝑛
+ 𝑤𝐾

𝑛consistent

𝑛
+ 𝑤𝐹 (1 −

𝑑

𝑑max
) + 𝑤𝑈

𝑛unique

𝑛
 

7.2. Observability: Logging, Metrics, and Tracing 

Data pipelines can suffer from a variety of failures, as evidenced by studies of data 

engineers’ debugging processes. Since testing is often focused on unit tests and functional tests, 

users are not always able to use classical testing techniques. When probing for network outages 

and data quality problems, it is possible to leverage observability techniques such as logging and 

metrics, which provide insights into the performance of data pipelines. More intrusive techniques 

such as tracing are also available. These techniques can be effective for debugging data 

pipelines. 
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Creating sophisticated event logs, allowing on-the-fly exploratory investigation or 

defining thresholds for critical application parameters and monitoring their values in the data 

pipeline represent a promising solution to the data pipeline debugging problem. An analysis of 

structured data pipelines based on the SQL programming language considered metrics collected 

across different dimensions, such as the executors activity, input/output size and elapsed 

execution time. Tracing adds execution context to specific events observable in log data, thus 

permitting fast root cause identification and efficiency-oriented closed-loop action execution. 

8. Security and Compliance Considerations 

Maintaining secure, compliant Azure Databricks environments and facilitating audit 

readiness while minimizing operational overhead requires consolidated operational and security 

best practices. Access controls ensure the appropriate Azure Databricks and associated cloud 

environment permissions; secrets management enables responsible access to sensitive 

information; and data encryption and masking protect data at rest and in transit from 

unauthorized access during normal operations, product debugging, or dimensional data storage. 

Access control practices follow the principle of least privilege: developers can only 

deploy code belonging to their assigned area of responsibility, and services that run with 

customer data permission can directly access only the minimal subset of datasets required for 

correct operation. Databricks Workload Identity enables assigning Azure Managed Identities to 

Azure Databricks jobs and SQL warehouses, removing the need for managing account keys or 

secrets within Azure Databricks for cloud resource access. Secrets required by code that cannot 

use the Databricks Workload Identity are stored within Azure Key Vault, secured via Key Vault 

Firewall, and accessed via an Azure Databricks-backed secret scope that is only readable by 

those jobs required to access the secrets. 

Data stored in Azure Data Lake Storage Gen2 is protected by server-side encryption-at-

rest using Microsoft-managed keys by default. Sensitive customer data is further masked within 

Azure Databricks stemming from data engineering processes or made accessible only for 

authorized Business Intelligence users through localized data masking. Communication with 

external resources routes through Azure Private Links, ensuring that data in transit is only visible 

and accessible by Azure datacenters. 
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8.1. Access Control and Secrets Management 

Implementing a Continuous Integration/Continuous Deployment (CI/CD) pipeline in a 

data engineering platform involves provisioning various assets, from infrastructure components 

to data pipelines. These implementations often require the use of secrets or sensitive data, 

including database credentials, API tokens, and connection strings. If not managed correctly, 

these secrets may risk exposing an organization’s sensitive information. Therefore, access 

control and secret management are two crucial areas that a successful CI/CD strategy for data 

engineering needs to address. Organizations typically control access to cloud resources using 

predefined roles and groups. Maintaining a comprehensive IAM model makes it easier to share 

management load between security and operations teams. Various services also provide secret 

management capabilities. Azure Key Vault is a service that securely stores secrets and limits 

access to the required resources. When using this service, Security teams can control secret 
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access while the operations team can continue managing Azure resources. Secrets from Azure 

Key Vault can also be retrieved by job notebooks when required, further removing burden from 

operations teams. Hence, managing secrets in Azure Key Vault and accessing it from Notebooks 

during runtime is a recommended best practice. 

8.2. Data Encryption and Masking 

Data masking is a widely adopted approach for data privacy that ensures compliance with 

legal requirements such as GDPR or CCPA. Moreover, data encryption at rest and in transit is a 

standard security practice for all components of cloud ecosystems. Many cloud service providers 

include capabilities for data masking and encryption within their offerings, but customization 

may sometimes be required. The complexity of such custom solutions can increase significantly 

if multiple environments like TEST, UAT, and PRODUCTION are maintained, as the masking 

and encryption configurations would differ in all these environments. 

Compliance with data security regulations requires not only encryption of data in transit 

and at rest but also strict access control for data. Implementing role-based access control 

(RBAC) at both the data source (e.g. Azure ADLS Gen2) and the data target (e.g. Azure 

Databricks) levels can mitigate the risk of unauthorized user access. Azure Key Vault can be 

utilized in conjunction with Databricks Secret Scopes to store sensitive information like 

passwords and keys of external systems, Hikati et al. (2022) provide a reference architecture for 

integrating ADCI (Azure Data Connectivity and Integration) and ADLS Gen2. 
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Fig 4: End-to-End Data Engineering Project Architecture 1. Data Sources Data comes 

from databases 

9. Operationalization and Monitoring 

Several critical considerations prevent the transition of software engineering practices 

into data engineering ecosystems without the need for additional adaptations. Addressing these 

considerations requires specific software patterns, techniques, and capabilities. While they 

naturally arise for software-intensive business applications, these business applications rely more 

on implementing new functionalities than responding to modifying business requirements. In 

contrast, such changes in data-intensive applications may require introducing new data sources 

and pipelines, modifying existing data sources, and deploying changes in production directly or 

indirectly impacting others. The different requirements for both types of applications lead to 

more complex interplay in the CI/CD strategy for data engineering. It necessitates extra care in 

source control structure and repository design, enabling provisioning for different environments, 

testing data quality metrics, releasing deployment schedules, monitoring production pipelines, 

and adding business monitoring for orchestration. 

A Continuous Deployment (CD) strategy automating the deployment of new commits to 

production improves speed and quality by enabling faster releases and increasing the number of 
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people producing quality deployments. Such automation reduces manual steps and helps 

overcome resourcing constraints. Gartner notes that, while 75% of new Cloud infrastructure and 

application releases will be deployed using either CI/CD tools already in use or open-source 

alternatives, only around 50% will be delivered even partly automatically positioned for 

GitHub's Actions, with fewer than 2% of users' repositories using it. For data-intensive 

applications, a slower expansion is expected, especially explicitly focusing on automating 

deployment. 

Equation D. Quality improvement from Bronze to Silver to Gold 

Step 1: Bronze layer 

Raw ingestion quality: 

𝑄𝐵 = 𝑄raw 

Step 2: Silver layer improvement 

Suppose cleansing/imputation/deduplication improves quality by 𝛥1, then 

𝑄𝑆 = 𝑄𝐵 + 𝛥1 

Step 3: Gold layer improvement 

Suppose business-rule enforcement and curated serving improve by 𝛥2, then 

𝑄𝐺 = 𝑄𝑆 + 𝛥2 

Substitute 𝑄𝑆: 

𝑄𝐺 = 𝑄𝐵 + 𝛥1 + 𝛥2 

Step 4: Monotonic expectation 

Because each stage is intended to improve trustworthiness, 



 
 

23 | P a g e  
 

𝑄𝐺 ≥ 𝑄𝑆 ≥ 𝑄𝐵 

9.1. Deployment Orchestration and Scheduling 

Deployment processes require careful orchestration (for example, automated testing, 

approval gates) to limit the risk of introducing defects or downtime. Controls should assure that 

only validated production-ready artifacts are deployed and that the right updates are deployed at 

the right time. This applies whether multiple parallel deployments are planned, such as in 

multiple regions or business units, or individual deployments that must avoid conflicting with 

nearby changes to dependent components. 

Infrastructure- and application-dependent execution parameters such as regions, 

schedules, and triggers should be captured as configuration metadata, preferably in a structured 

form sourced from a CI/CD pipeline. Data processing deployments may also be scheduled using 

tools such as Apache Airflow or Azure Data Factory for DataFlow. Data processing workflows 

should be implemented as an orchestration DAG that consumes CI/CD-generated runtime 

parameters so that testing, QA, production, and hotfix runs can be easily scheduled without 

duplication of DAG code. 

9.2. Real-Time Monitoring and Alerting 

As the end-to-end data engineering solution in Azure Databricks will be used in 

production, it is critical to monitor the operational services in real time. Monitoring and alerting 

for ETL pipelines can be performed using Azure Monitor in Databricks. Azure Monitor provides 

built-in monitoring for Azure Databricks, enabling visibility into various performance indicators, 

including cluster health, notebook execution time, job performance, and more. Monitoring jobs 

using Azure Databricks is made easier through built-in tools and integrations with other services, 

such as Azure Monitor and Azure Log Analytics. 

Creating alerts based on job metrics in the Databricks workspace allows for direct 

detection of anomalies and fast reaction times. Furthermore, the pipeline observability 

architecture, discussed earlier, should incorporate end-to-end metrics for every production 

automation workflow. A monitoring dashboard can also include critical ETL pipeline metrics 

across data quality, performance, cost, and resource utilization. 

10. Case Study: End-to-End Implementation in Azure Databricks 
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A comprehensive Continuous Integration/Continuous Deployment (CI/CD) framework 

based on Azure Databricks services is examined within the context of the proposition—a CI/CD-

enabled Data Engineering architecture for real-time analytics in Azure Databricks ecosystems. 

The focus of the end-to-end case study is a stock price prediction scenario. Azure Databricks 

Continuous Integration (Databricks CI) is employed in the setup. A source code repository is 

structured according to service requirements, and relevant Infrastructure-as-Code scripts are 

developed for creating cloud resources. Data quality, security, and CI/CD orchestration aspects 

are addressed, followed by deploying Databricks Jobs for end-user predictions. 

Within the implemented CI/CD framework, Databricks CI is utilized for executing 

notebook and library tests triggered by changes to a Data Quality library. The testing of Data 

Quality notebooks ensures that alerts are raised in case of data quality violations, contributing to 

the overall observability of the data pipelines. Deployment orchestration is achieved by 

combining Azure DevOps Azure Pipelines with Azure DevOps GitHub Actions, covering 

resource configuration, CI/CD for data quality observability, and CI/CD for the Data 

Engineering pipelines. 

10.1. Scenario Description and Requirements 

A comprehensive, CI/CD-enabled data engineering architecture is developed to enable 

real-time analytics in an Azure Databricks ecosystem. To demonstrate this architecture, a 

scenario that ingests Twitter tweets for a configurable set of topics into a data lakehouse and 

analyzes the resulting data in near real-time is chosen. Requirements include a Git-based version 

control strategy with a repository structure suitable for a CI/CD approach; Infrastructure as Code 

to create and configure the environment; data quality inspections to verify correct data flow; 

observability with logging, metrics, and tracing; security for access control and secrets 

management; and real-time deployment orchestration and monitoring using Databricks Jobs. 

A large investment in public cloud infrastructure typically brings significant advantages. 

The CI/CD-enabled data engineering architecture deployed has provided the flexibility and 

elasticity needed to support advanced analytics in the presence of ever-changing data volumes, 

patterns, and requirements. 
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Fig 5: Modernize your Data Engineering Platform with Lakeflow on Azure Databricks 

10.2. Implementation Details 

The proposed CI/CD-enabled data engineering architecture has been implemented in an 

Azure Databricks ecosystem and successfully integrated with Azure DevOps for version control, 

CI/CD pipeline, automated testing, environment provisioning, and other productive DevOps 

features. The implementation architecture comprises Dev, QA, and Prod of Azure Databricks 

workspaces and an Azure DevOps project with a dedicated repository for Dev, QA, and Prod 

Environment YAML files, including all Data Factory with the different Azure Data Factory 

triggers that are running the jobs. The repository structure is aligned with the architecture view 

design. Each repo module code and its dependent code can be built in a pipeline associated with 

the Azure DevOps branch policies. The implementation has been equipped with the support for 

managing access control and role-based permissions for Azure resources, along with security 

essentials: Key Vault, Key Vault integration, Databricks Secret Scopes, Firewalls, Networking, 

Encrypted at rest and during transit support. 

The CI/CD-enabled data engineering framework has enabled the team to build Data 

Engineering processes across Azure Databricks, Data Factory, and Databricks Delta protocols. 

Infrastructure as Code migrations of Terraform files for the Data Factory triggers added 



 
 

26 | P a g e  
 

production readiness support. CI/CD setup for the Data Factory based triggers and the Data 

Engineering pipeline hub modules enabled and mitigated many manual effort bottlenecks. 

Databricks Delta supports transactional consistency for data processing and integration with the 

external analytics solution Azure Synapse Analytics. Sensitive Data Masking at the application 

layer and integration with existing Data Quality frameworks promote Data Governance functions 

by putting in place necessary Data Quality Checks before consuming Data Assets. Other 

production readiness features such as Dev-QA-Prod Environment provisioning and secrets 

management caught attention and enabled smooth deployment operations. 

 

Equation E. Probability of deployment success 

Let the release succeed only if several conditions succeed: 

 unit/integration tests pass 

 infrastructure validation passes 
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 data quality gates pass 

 security/compliance gates pass 

 deployment execution succeeds 

Let these probabilities be: 

 𝑃𝑡 

 𝑃𝑖 

 𝑃𝑞 

 𝑃𝑠 

 𝑃𝑑 

Step 1: Multiply independent success events 

Assuming approximate independence, 

𝑃success = 𝑃𝑡𝑃𝑖𝑃𝑞𝑃𝑠𝑃𝑑 

Step 2: Failure probability 

𝑃failure = 1 − 𝑃success 

Step 3: Effect of test coverage 

Suppose test pass confidence increases with automated coverage 𝑥. A simple linear 

approximation is 

𝑃𝑡(𝑥) = 𝑎 + 𝑏𝑥 

where 0 ≤ 𝑥 ≤ 1, 𝑎 > 0, 𝑏 > 0, and 𝑎 + 𝑏𝑥 ≤ 1. 

Then 
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𝑃success(𝑥) = (𝑎 + 𝑏𝑥)𝑃𝑖𝑃𝑞𝑃𝑠𝑃𝑑 

11. Challenges and Mitigation Strategies 

End-to-End CI/CD-enabled Data Engineering Architecture for Real-Time Analytics in 

Azure Databricks Ecosystems 

Implementing a complete CI/CD-aware data engineering architecture from scratch is not 

insignificant. A few challenges need to be taken into consideration before and during 

development. First and foremost, CI/CD for data-based workloads is still a nascent concept, and 

finding information, patterns, workflows, and known issues is challenging. Most available online 

information typically focuses on a single aspect or sub-part of the greater whole, which can 

prove to be quite restrictive and challenging. There is a sheer enormity of configuration 

possibilities in the Azure ecosystem; each individual service can be configured through hundreds 

of options, which can be overwelming. Information such as this helps only up to a point, 

especially when moving beyond the usual straightforward use cases. Despite this scarcity of 

information, leaping into the unknown is often necessary; going through the process first-hand 

helps to clarify many such unknowns. 

Another major challenge is the Cassandra approach - properly understanding the “write-

once-read-many-translate-on-read” idea. Lambda architecture approaches promise real-time 

query capabilities; however, completeness cannot be guaranteed, and ultimately real-time 

interactive querying will remain a challenge for many time-series architectures. Fortunately, in 

the context of Azure Databricks, both issues can be mitigated or solved entirely, but to arrive at 

these solutions, simply traversing the standard documentation information is not enough. It is 

essential, to a degree, to possess a concrete practical understanding of the Azure ecosystem and 

have made use of its various services to a reasonable extent. The common and prevailing 

temptation is to not deviate from known data-query patterns but rather return to well-applied 

concepts, relying on experience to deliver the solution. 
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Fig 6: Minimum cost of wasted usage to include in visualizations 

11.1. Overcoming Obstacles: Strategies for Success 

The data engineering landscape has evolved rapidly in recent years, with advances in 

architecture, frameworks, and tooling enabling data engineering to mature to the same level as 

software engineering. Many organizations have successfully implemented data analytics and AI 

to drive business value. However, operationalizing these activities and providing a platform that 

supports the entire data engineering lifecycle for continuous observability remains a significant 

challenge. This situation is particularly relevant for organizations that invest in Azure and are 

starting their cloud migration journey. A Compliant and Secure Continuous Integration 

Continuous Deployment (CI/CD) Engineering Architecture for Azure Databricks Case Study 

supplied by the relevant architecture within Azure Databricks in the context of the solution 

enables Continuous Integration/Continuous Deployment (CI/CD)-enabled Cloud-native End-to-

End Data Engineering Activation and Continuous Research, Industrialization and 

Operationalization with Security and Compliance Control for Data Analytics. 

What started out as an exploration of Deep Learning for real-time face mask detection 

has progressed to a point where the End-to-End Data Engineering Architecture and CI/CD 

platforms supporting input and output can now be used for other AI/ML or analytics-rich 

solution proofs. Azure Databricks and its ecosystem have been used create a CI/CD framework 

that combines Deep Learning (Tensorflow and Keras) and Azure Data Explorer (Kusto) for real-

time face mask detection and Combined Cloud Native Data Engineering CI/CD Framework in 

Cloud Native Multi Databricks Delta Lake Data Lakehouse Operational Environment) and 
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complete end-to-end industrialization of control, stability, governance, compliance, security and 

observability of architecture and data analytics. 

12. Conclusion 

Though DevOps processes and tools have progressed tremendously in recent years, data 

engineering teams still tend to operate manually and in silos, with poor monitoring, 

observability, and orchestration. Efforts to improve CI/CD in data engineering development 

often lag behind similar advances in the data science area. Nevertheless, engineering analytics 

pipelines in a continuous integration/continuous deployment (CI/CD) manner is crucial for 

providing the best possible data for analytics and machine learning on the fast-changing 

enterprise data landscape. An end-to-end CI/CD-enabled data engineering architecture supports 

data preparation for real-time analytics and machine learning in Azure Databricks ecosystems 

based on an integrated stack of widely used open-source technologies. 

A real-world CI/CD-enabled architecture for data engineering was designed and 

implemented in Azure Databricks. Key requirements included data ingestion and streaming from 

multiple sources into Delta tables in a data lakehouse, automated data engineering pipelines 

written in SQL, Python, and dbt, and a CI/CD strategy based on Azure DevOps and a DataOps 

pipeline for continuous validation, testing, deployment, and promotion of code through 

development, staging, and production environments. The implemented architecture and CI/CD 

strategy demonstrated how DataOps and CI/CD best practices can be applied to Azure 

Databricks data engineering analytics pipelines to improve the quality of enterprise data while 

minimizing bottlenecks and manual processes, thereby enhancing observability and the 

engineer's experience. Possible future work includes real-time monitoring and alerting for data 

quality, improved governance through data cataloging, metadata quality, and usage tracking, and 

stringent security and compliance considerations. 
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