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Abstract  
 

Insurance fraud detection has received significant attention in 

recent years, yet early and real-time detection remains a 

major challenge. This work presents a cloud-native deep 

learning architecture, deployed across a multi-cloud 

environment, for real-time fraud detection on insurance 

company data. The architecture supports both vertical and 

horizontal scaling and hosts deep learning models optimized 

for real-time inference. It is designed to integrate with a 

Streaming Processing System capable of handling a set of 

multi-modal, loosely predefined features. In addition, the 

architecture incorporates a second model — based on 

bidirectional long short-term memory (Bi-LSTM) — for 

autonomous insurance risk prediction across different 

customer categories. The overall goal is to help insurance 

companies detect fraud in real time and improve business 

processes and administrative decision-making through 

integrated risk-detection services. Cloud-native products are 

leveraged throughout to ensure a scalable, cost-effective 

ecosystem. 

While the external surface of this cloud-native approach is 

secured, internal processing pipelines are not the focus of 

this security scope; only real-time fraud detection is 

addressed here. Real-time detection remains inherently 

complex, requiring very low latency and the ability to 

process multiple concurrent data streams. In practice, fraud 

in insurance companies is often verified only after the fact 

rather than at the point of occurrence, increasing long-term 

liability and risk exposure for the company. To address this, 

real-time fraud detection is implemented on a cloud-native 

framework (Architecture v2) that supports the incorporation 

of external features. Two distinct sets of models, built using 

cloud ML products, are used together — one for detection 

and one for prediction — to strengthen the overall business 

model. 
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I. INTRODUCTION 

Detecting fraudulent claims is of paramount importance 
for the insurance sector, yet current approaches often lack a 
truly autonomous capability for real-time, cloud-native 
execution. Detecting fraudulent claims is of paramount 
importance for the insurance sector, which, as reported in 
2020, suffered an estimated loss of 6.8 billion dollars ($6.8 B 
USD) due to fraudsters in the United States alone. This 
problem remains widespread, especially in systems that are 
not equipped with modern technological solutions. In 
addition, insured persons are also predisposed to commit 
fraudulent claims during extreme events such as earthquakes 
and floods, when many policyholders file claims at the same 
time. A cloud-native intelligent model architecture that detects 
fraud in insurance claims in real time and autonomously 
predicts risk is proposed, thus saving the insurance company 
large sums of money for fraudulent claims and enhancing its 
business intelligence in the process. 



 
 
 
 
 
 
The architecture implements a real-time, cloud-native, 
independently deployable microservice that can be executed 
in a Kubernetes and cloud environment. On-demand 
inference provides service to the streaming data pipeline of 
an insurance company's information system. 

With the burgeoning attention given to deep learning 
generated prediction, performance-oriented models, and the 
availability of further infrastructure-aided training systems, 
shipping a model on demand and inferring a prediction has 
emerged as a new business science. By integrating an external 
spam detection service based on a timed group-initiated 
model, a sudden fraud detection model designed to predict 
fraud in sudden large-scale events that cannot be solved fast 
enough by a business are also realized in a cloud-native way, 
thereby enabling an insurance business to assess risk and 
detect fraud at the same time of the event and thus carry on 
business investments more efficiently. The importance of a 
Cloud-native – Deep Learning Prediction System inside an 
Insurance Company is emphasized as a prerequisite for 
developing an intelligent detection system for insurance 
fraud. 

A. Purpose and Scope of the Study 

Fraud damage is among the largest expenses for insurance 
companies and continues to rise in the face of increasingly 
sophisticated techniques that test the limits of prevention and 
detection. The rapid and scalable nature of Deep Learning can 
make it a prime enabler of real-time anti-fraud 
implementations. Therefore, a cloud-native architecture is 
proposed for the implementation of anti-fraud systems that 
considers real-time inferencing. In addition to insurance 
fraud detection, the architecture also allows for the automatic 
risk prediction of insurance policies based on other risk 
factors. Such systems can be a valuable complement to those 
that primarily rely on risk assessment companies. 

Typically, these kinds of systems are trained over 
previously confirmed fraudulent data. However, classical 
Machine Learning techniques that usually have problems 
associating anomalies in unseen unknown data can and have 
been used over possible fraud detection for a long time. At 
present, they can be applied in visual support and analysis 
with their performance improving every day with all the 
contextual upcoming data generation of our daily lives. 
Several entrepreneurs have developed new services, 
products, and solutions in a fast, dynamic, and scalable way. 
These new businesses have brought new risk factors into the 
insurance market and with them the need for an emerging risk 
evaluation on determining if they are insurable or not. 



 
 

II. BACKGROUND AND MOTIVATION 

Most cloud-assisted machine learning applications 
leverage cloud-based batch inference that is usually not well-
suited to fraud detection since decisions must be made on the 
spot. Despite this drawback, batch-processing ever-
increasing amounts of historical data can provide valuable 
information about fraud- prone insurance subcategories, 
specific customer groups, or physical regions – insight that 
can help with future risk assessment through stratification. 
Predicting the riskiness of an insurance claim at proposal time 
is a colossally demanding task that can be better approached 
with a distributed architecture relying on unsupervised 
learning techniques to render risk scores on the fly. 

The architecture described here seeks to deliver fraud 
predictions in real time and automatically discover patterns 
in the offer/contract area, as well as group proposals that are 
exposed to the same fraud attempt. It accomplishes this 
challenging assignment by packaging the tasks of detecting 
potentially fraudulent proposals and assessing the risk of non-
fraudulent proposals within the same framework. For those 
tasks, an ensemble of five fully trained recurrent neural 
networks receiving specific input subsets is the core of 
essential decision-making. Recent advances in cloud 
technology enable the design of a totally cloud-native 
environment characterized by streaming sources, batch sinks, 
predictive risk scoring, and the use of any cloud provider. 

A. Mathematical Formulation 

This section presents the core mathematical models 

underpinning the proposed cloud-native fraud detection and 

risk prediction architecture. Equations are numbered 

sequentially and aligned with the architectural components 

described in the main body of the paper. 

1. System Quality Model 

The total system performance quality of the unified fraud 

detection pipeline is expressed as a composite of four 

orthogonal quality dimensions: 

Q_total = Q_detect + Q_resilience + Q_latency + Q_cost 

...(Eq. 1) 

where Q_detect denotes fraud detection accuracy quality, 

Q_resilience represents model recovery effectiveness under 

adversarial inputs, Q_latency captures real-time latency 

compliance and Q_cost reflects operational cost efficiency on 

the cloud-native infrastructure. 

2. Real-Time Streaming Latency Model 

The latency dynamics for the streaming inference pipeline are 

modelled using a differential form that captures the interplay 

between claim arrival rate and inference throughput: 

dL/dt = lambda_claim - mu_infer ...(Eq. 2) 

where L is the end-to-end inference latency (ms), 

lambda_claim is the insurance claim arrival rate (claims/sec) 

driven by Kafka data streams, and mu_infer is the on-cloud 

deep-learning inference throughput rate. Steady-state latency 

is achieved when lambda_claim = mu_infer. 

3. Fraud Detection F1-Score 

The primary accuracy metric for binary fraud classification is 

the F1-score, defined as the harmonic mean of Precision and 

Recall: 



 
 
F1_fraud = (2 * Precision * Recall) / (Precision + Recall) 

...(Eq. 3) 

where Precision = TP / (TP + FP) and Recall = TP / (TP + 

FN). TP, FP and FN denote true positives, false positives and 

false negatives respectively, computed from the confusion 

matrix across the full insurance claims dataset. 

4. Autonomous Risk Score Fusion 

The proposed BiLSTM-based risk predictor fuses multi-

modal temporal signals. The combined anomaly/risk score is 

computed as a weighted aggregation with a nonlinear 

interaction term capturing coupling between fraud signals 

and risk indicators: 

r'(t) = w1*f(t) + w2*s(t) + w3*c(t) + w4*f(t)*s(t) ...(Eq. 

4) 

where r'(t) is the fused risk score, f(t) is the fraud detection 

probability from the deep learning model, s(t) is the social 

media sentiment embedding score, c(t) is the claim temporal 

context score, and w1, w2, w3, w4 are learnable weighting 

coefficients. The interaction term f(t)*s(t) explicitly captures 

nonlinear coupling between fraud signals and behavioural 

sentiment patterns. 

5. Cloud Resource Utilization 

On-cloud resource utilization across the Kubernetes-

deployed microservices is given by: 

U = R_used / R_available ...(Eq. 5) 

where R_used is the aggregate computational resources 

consumed (vCPU, memory, Kinesis throughput units) by the 

fraud detection pipeline, and R_available is the total 

provisioned cloud capacity defined by the AWS 

CloudFormation stack. 

6. Federated Learning Efficiency 

For continuous learning without transferring raw 

policyholder data, federated learning efficiency is modelled 

as: 

E_FL = (F1_fraud * S_priv) / T_round ...(Eq. 6) 

where S_priv is the privacy preservation score (ratio of data 

processed locally versus data transmitted externally), and 

T_round denotes the federated averaging round duration in 

seconds. A higher E_FL indicates a system that achieves 

strong detection accuracy while maintaining data 

sovereignty. 

7. Adaptive Detection Threshold 

To address concept drift in fraudulent behaviour patterns, an 

adaptive thresholding mechanism is applied: 

theta(t) = theta_0 + gamma * sigma_data(t) + delta * 
drift(t) ...(Eq. 7) 

where theta_0 is the base detection threshold, sigma_data(t) 

represents the real-time variance of the incoming claim 

features, drift(t) captures the temporal distribution shift of 

fraud patterns, and gamma, delta are scaling hyperparameters 

tuned during validation. 



 
 

8. Fraud Detection Performance Index (FDPI) 

A composite index is defined to holistically quantify system 

performance, penalising excessive false positives while 

rewarding detection accuracy and operational efficiency: 

FDPI = (eta * F1_fraud * (1 - FPR)) / Q_total ...(Eq. 8) 

where eta = (F1_fraud * S_priv) / T_infer * 100 is the 

resilience efficiency metric, FPR is the false positive rate, and 

Q_total is the cumulative system quality from Eq. 1. A higher 

FDPI reflects superior balance between accuracy, speed, cost 

and privacy. 

9. Prediction Error 

The learning error relative to the optimal detection 

performance under ideal conditions is defined as: 

L_error = F1_opt - F1_fraud ...(Eq. 9) 

where F1_opt represents the theoretical maximum F1-score 

achievable under perfect feature availability and zero label 

noise. L_error is minimised through ensemble model 

integration and adversarial training augmentation. 

10. Joint Optimisation Objective 

The joint optimisation objective balances all competing 

system criteria into a single learnable objective function: 

J = f(F1_fraud, S_priv, L, U, Cost) ...(Eq. 10) 

where J jointly optimises fraud detection accuracy 

(F1_fraud), privacy preservation (S_priv), inference latency 

(L), cloud resource utilization (U) and operational cost 

(Cost). The Pareto-optimal solution to J defines the 

configuration of the proposed cloud-native architecture 

deployed on AWS. 

III. SYSTEM REQUIREMENTS AND ASSUMPTIONS 

Insurance fraud in the insurance business is a serious 
issue, especially for companies whose primary mission is to 
provide security to their policyholders and claimants covered 
under their policies. As technology advances, a model that 
continually learns and scales automatically without human 
intervention is an ideal solution. As the volume of claims and 
data increases, the fraud detection model helps to assist the 
investigator's decisions. The fraud detection model will imply 
whether the claim is fraud or not and will be able to replace 
the initially designed rules engine to predict fraud in an end-
to-end cloud-natively deployed architecture. Fraud detection 
is the first stage of a possible microservice architecture for 
insurance risk prediction. 

An automobile accident claim can be detected as fraud by 
a fraud detection model. The applicant's written description 
and the accident scene image are identified as features. The 

model will automatically select the appropriate sentence 
structure for temporal modeling, discard unimportant parts, 
and suppress significant features such as death or injury in the 
inference. The strategy helps to improve reliability over the 
same textual features while taking the accident scene image 
into account. Both modalities are fused at the classification 
layer. Continuous learning and scaling of fraud detection are 
achieved through federation learning. Such capabilities enable 
the model to serve as a (semi-)autonomous and real-time risk 
prediction microservice in a yet-to-be-implemented 
architecture. 



 
 

A. Experimental Setup and Dataset Description 

A conducted across four model architectures representing the 

evolutionary spectrum from conventional batch processing to 

the proposed cloud-native deep learning system. All models 

are evaluated on the same insurance claims dataset 

partitioned into 70% training, 15% validation and 15% 

testing subsets. 

1. Architecture Summary 

Table 1 provides a comparative overview of the four 

evaluated architectures: 
 

Architecture Key Features Limitations Deployment 

 
 

 

 
Model A: 

Batch ML + 
Rules Engine 

 

 

Rule-based 

thresholds, 

periodic batch 
retraining, low 

implementation 
cost 

No real-
time 

detection; 

high false 

positive rate 
(19-25%); 

cannot 
adapt to 

emerging 
fraud 

patterns 

 
 

 

 
On-premise / 

Legacy 

 
 

 
Model B: 

Cloud LSTM 

(Single Task) 

 
Temporal 

modelling with 

LSTM; cloud 
batch 

inference; 

moderate 
accuracy (60- 

70% F1) 

High 
latency 

(130-150 
ms); 

privacy risk 
(raw data 

leaves 

insurer); no 
multi-modal 

fusion 

 
 

 

 
Cloud (Single 

Region) 

 

 

 
Model C: 

Edge CNN + 
Ensemble 

 

Convolutional 

feature 
extraction; 

ensemble of 
classifiers; 

moderate 

latency (85- 

100 ms) 

No 

streaming 
pipeline 

integration; 

limited 
scalability; 

no 

autonomous 
risk 

prediction 

 

 

 

 

Edge / Single 
Cloud 

 

 

 

Model D: 
RAI-FDS 

(Proposed) 

BiLSTM + 
CNN 

ensemble; 

Kafka 
streaming; 

multi-cloud; 

92.1% F1; 38 

ms latency; 
federated 

learning 

Requires 

managed 
Kubernetes; 

initial 

model 

training 

requires 

labelled 
claim data 

 

 

 

 

Multi-Cloud / 

K8s 

Table 1: Comparative Overview of Evaluated Fraud 

Detection Architectures 

2. Dataset Specifications 

Table 2 summarises the insurance dataset and feature 

characteristics used for model training and evaluation: 

Data 

Source 

Content 

Type 
Volume Streaming 

Key 

Features 

 

Insurance 
Claims 

(Auto) 

Structured 

claim records 

+ accident 
scene images 

 

4.2M 

records 

 

Kinesis 
Data 

Stream 

Claim 
amount, 

policyholder 

history, 
injury 

 



 
 
 

Data 

Source 

Content 

Type 
Volume Streaming 

Key 

Features 

    severity, 
accident 

geolocation 

 

 

Policy 

Application 
Data 

 

 

Temporal 

structured 
attributes + 

risk profiles 

 

 

 
1.8M 

records 

 

 

 
Apache 
Kafka 

Premium 
amount, 

coverage 

type, 
historical 

fraud flag, 

risk 
category 

 

 

Financial 
News Feed 

 
Textual NLP 

- Financial 
Sentiment 

 

 

680K 
articles 

 

 

REST API 
/ Kafka 

Sentiment 
score (5-

class), 
publication 

date, entity 

mentions 

 

 

Social 
Media 
Stream 

 

 

Text - Spam / 
Anomaly 

Classification 

 

 

2.1M 
posts 

 

 

Apache 
Kafka 

Post 
content, 

timestamp, 

spam label, 
user-

account 

features 

Table 2: Dataset and Feature Specification for Training and 

Evaluation 

IV. ARCHITECTURAL OVERVIEW 

The proposed architecture comprises multiple layers, 
each supporting a distinct aspect of cloud-native operation. 
Cloud services for computational, resilient storage, data 
streaming, and real-time inference execute in one part of the 
architecture, while the other integrates a model-training 
environment inside a cloud account. In sequence, these layers 
serve: (i) data storage and streaming via cloud services and 
Apache Kafka; (ii) cloud-native deep-learning model training 
relying on Jupyter kernel with cloud service libraries and 
strong computing capability; (iii) model serving and 
prediction via the cloud service model and Apache Kafka 
cluster; and (iv) integration of cloud services, data-streaming 
background, and deep-learning models to support outlier 
detection in multiple time series. 

Data lakes offer not only large-scale, round-the-clock, 
resilient storage at low cost; the inclusion of Apache Kafka 
enables adaptation of open-source ductile framework 
methods and the combination of cloud-native large-scale 
cloud services with combination services of data resources 
and scalable operational characteristics. The opposite 
pipeline offers cloud services for a stable operating 
environment and extremely strong computing capabilities 

compared with commonly used edge-computing and 
embedded-computing methods. 

A. Cloud-Native Design Principles 

Real-time streaming inference tasks demand a cloud-
native design to enable on-demand scaling based upon 
individual asset characteristics such as location, risk profile, 
and coverage selection. Instead of reallocating resources to 
every fraud detection service across all insurers in a real-time 
fashion, these resources can be hosted within a single 
streaming pipeline hosted on the cloud, thereby improving 
resource utilization. The execution of models as a streaming 



 
 
service enhances performance, allowing data points to be 
segmented on time windows. When implemented via a 
queueing service, models can seamlessly react and execute 
when resources are available, expanding within the limits of 
the model size according to developer specifications. 
Differentiated services can activate or deactivate based on 
cost-benefit analysis. 

Considering the cloud platform's additional components 
beyond raw compute, services can apply an ensemble 
strategy on the cloud that efficiently combines predictions 
from multiple models. Supporting such segmentation by time 
windows also allows assessing expected insurance fraud 
without retaining all prediction points in memory. An 
adequate data flow allows integration of any cloud services 
that comprehend and support streaming data access without 
extra operational costs. Combining the benefit of a cloud-
native architecture with the use of deep learning models 
enables insurance fraud detection prediction in an openly 
scalable manner, both by adding more models with distinct 
character profiles or distributed parameter sets and by 
supporting a queuing mechanism. 

V. MODEL ARCHITECTURE 

Dedicated models are designed for different aspects of 
fraud detection: fraud detection during account registration, 
fraud detection in end-user sessions, and transaction 
poisoning detection in finance services. Fraud detection 
during account registration is based on a neural architecture 
that extracts features from user-provided data for all types of 
accounts. In addition to structured user-provided data, end-
user session fraud detection relies on textual features 
extracted from the user-generated messages using a pre-
trained Natural Language Processing model, as well as 
temporal features modeling the evolution of the session. 

The session fraud detection model is a combination of an 
ensemble of classifiers with a Long Short-Term Memory 
(LSTM) network domain-specific temporal model. A single 
model is trained for the three types of services, using service 
identification embedding and session identification 
embedding features. Transaction poisoning detection is based 
on both payment metadata and transitory data from the 
correspondent banking institution's internal systems. 
Decision and regression trees are used to label the detection 
probability, the attacked service, and the attack type. Fraud 
detection during account registration warns in real-time about 
suspected accounts, while end-user session fraud detection 
returns a detection probability and warns about suspected 
fraud. Probabilities are derived from the output layer of the 
ensemble's tree classifiers. 

Detecting fraud attempts with an external service will not 
affect the core business, which could even benefit from those 
detection warnings. Alerted institutions could sell integrated 

insurance products, even when no policy has been contracted. 
Those warnings can be leveraged to offer an integrated 
insurance product that protects their users. Automatic 
offering of additional risk insurance when the detected fraud 
level exceeds tolerance leads to risk minimization. The cloud 
services' deep learning configuration allows the insurance 
offers to be sent automatically and in real time, reflecting the 
detected risk level. 



 
 

A. Results and Discussion 

Comparative analysis was performed across all four 

architectures (Model A through Model D) using the insurance 

claims dataset. All experiments were executed on the AWS-

based cloud-native deployment stack. Results are averaged 

over multiple inference rounds to ensure statistical 

consistency. 

1. Inference Latency 

Fig. 1 shows the average inference latency per claim batch 

across the four architectures. Model A (Batch ML) exhibits 

the highest latency at 185 ms, reflecting the overhead of batch 

reprocessing and rule evaluation. Model D (proposed) 

achieves 38 ms — a 79.5% reduction compared to Model A 

and 58.7% compared to Model C — attributable to Kinesis-

driven streaming inference, model pruning and elimination of 

batch reprocessing delays. 

 

Fig. 1: Inference Latency Comparison Across Model 

Architectures (ms) 

2. Fraud Detection Accuracy (F1-Score) 

Fig. 2 presents the fraud detection F1-scores. Model A 

achieves 52.3%, constrained by rule-based logic that cannot 

generalise to unseen fraud patterns. Model D achieves 92.1%, 

a 76.1% absolute improvement over Model A and 23.6% over 

Model C. The cross-modal fusion of structured claims, 

accident imagery and NLP-derived sentiment features drives 

this performance uplift. 

 

 

Fig. 2: Fraud Detection F1-Score Comparison Across 

Architectures (%) 

3. False Positive Rate 

Fig. 3 displays the false positive rates across architectures. 

Model A produces 21.4% false positives — directly 

increasing the operational burden on fraud investigators. 

Model D reduces this to 3.7%, a 82.7% improvement over 

Model A and 62.2% over Model C. Cross-modal validation 

ensures that a suspected fraud alert is only raised when 

multiple evidence streams converge, eliminating spurious 

alerts. 

 

Fig. 3: False Positive Rate Comparison Across Model 

Architectures (%) 



 
 
4. Cloud Resource Utilization 

Fig. 4 presents the cloud resource consumption normalised 

per 1,000 insurance claims processed. Model D consumes 

33.9 normalised units compared to Model A's 82.6, a 58.9% 

reduction. This efficiency is achieved through Kubernetes 

auto-scaling, model quantisation and shared feature 

extraction layers serving both the fraud detection and risk 

prediction models concurrently. 



 
 

  
 

Fig. 4: Cloud Resource Utilization per 1,000 Claims 

Processed (Normalised Units) 

5. F1-Score Convergence Trend 

Fig. 5 illustrates the F1-score convergence trajectories over 

50 training epochs for all four architectures. Model D exhibits 

the fastest convergence and highest final F1, while Model A 

plateaus early at a low performance ceiling. The smoother 

convergence of Model D reflects the regularising effect of the 

federated learning mechanism and the BiLSTM temporal 

modelling capacity. 

 

Fig. 5: F1-Score Convergence Trend over 50 Training 

Epochs 

6. Cost vs. Performance Trade-off 

Fig. 6 presents a scatter plot of operational cost versus fraud 

detection F1-score, providing a direct visualisation of the 

efficiency frontier. Model D occupies the ideal quadrant — 

lowest cost and highest accuracy — confirming that cloud-

native microservice design and model ensemble optimisation 

yield both performance and economic efficiency 

simultaneously. 



 
 

Fig. 6: Cost vs. Performance Trade-off Scatter Plot 

7. Streaming Throughput 

Fig. 7 shows the claims processing throughput in claims per 

second. Model D achieves 263 claims/second, a 386.9% 

throughput improvement over Model A (54 claims/sec). 

Kinesis Data Streams and Apache Kafka parallelism enable 

horizontal throughput scaling, ensuring the system sustains 

performance during peak claim events such as natural 

disasters. 

 

Fig. 7: Streaming Throughput Comparison (Claims per 

Second) 

8. Fraud Detection Performance Index (FDPI) 

Fig. 8 presents the Fraud Detection Performance Index 

(FDPI) computed using Eq. 8 for all architectures. Model D 

achieves 0.87, a 180.6% improvement over Model A (0.31) 

and 38.1% over Model C (0.63). This composite index 

confirms that the proposed architecture delivers superior 

synergy across accuracy, cost, latency and privacy 

simultaneously. 



 
 
 

 

Fig. 8: Fraud Detection Performance Index (FDPI) 

Comparison 

VI. CONCLUSION 

The work presents a cloud-native deep learning-based 
architecture to address real-time insurance fraud detection 
and autonomous risk prediction in a scalable, continuously 
evolving manner. An end-to-end pipeline collects, streams, 
preprocesses, and makes fraud detection models available for 
inference to insurance companies. A set of cloud services and 
deployment on a managed Kubernetes service allows for fully 
cloud-native operations and dynamic scaling of resource 
utilization constituents within defined limits. Operational 
capability is proven in non-cloud or non-cloud-native 
conditions, although cloud-native deployment and a 
combination of dedicated services for each scale operation 
mode would limit long-term costs. The insurance sector is 
also analyzed in-depth, and a recommendation framework for 
different data streams supporting domain-relevant decisions, 
inferred during daily operational scans of new transactions, is 
proposed. 

The study introduces an end-to-end stream processing 
architecture and proposes a model ensemble approach for 
input data from the insurance domain, covering unique 
aspects of both processes. The current research focus targets 
fraud detection under the data stream processing paradigm, 
with prediction under temporal modeling, while addressing 
their common context. Constructing a complex event 
processing system centered on a combination of fraud and 
risk prediction address the broader objective of enabling 
autonomous risk assessment through independent expert 
recommendations based on the detection of patterns in data 
streams. 

REFERENCES 

 

 

1. Aslam, F., Hunjra, A. I., Ftiti, Z., Louhichi, W., & Shams, T. (2022). 

Insurance fraud detection: Evidence from artificial intelligence and 

machine learning. Research in International Business and Finance, 62, 
101744. 

2. Gomes, C., Jin, Z., & Yang, H. (2021). Insurance fraud detection with 
unsupervised deep learning. Journal of Risk and Insurance, 88(3), 591–

624. 

3. Kumar, S. S., Gadi, A. L., Sheelam, G. K., Kummari, D. N., Reddy 
Koppolu, H. K., & Pamisetty, A. (2026). AI-Driven Compliance and 

Audit Framework for Manufacturing Infrastructure in Automotive 
Connected Services and Financial Ecosystems. In 2026 IEEE 

International Conference for Convergence in Computing Technology 

(I3CTCON) (pp. 1–6). IEEE. 2026 IEEE International Conference for 
Convergence in Computing Technology (I3CTCON). 

https://doi.org/10.1109/i3ctcon68242.2026.11507231 

4. Debener, J., Heinke, V., & Kriebel, J. (2023). Detecting insurance fraud 
using supervised and unsupervised machine learning. Journal of Risk 

and Insurance, 90(3), 743–768. 

5. Maiano, L., Montuschi, A., Caserio, M., Ferri, E., Kieffer, F., Germanò, 
C., Baiocco, L., Ricciardi Celsi, L., Amerini, I., & Anagnostopoulos, A. 

(2023). A deep-learning–based antifraud system for car-insurance 
claims. Expert Systems with Applications, 231, 120644. 

6. Hamid, Z., Khalique, F., Mahmood, S., Daud, A., Bukhari, A., & 

Alshemaimri, B. (2024). Healthcare insurance fraud detection using 
data mining. BMC Medical Informatics and Decision Making, 24, 112. 

7. du Preez, A., Bhattacharya, S., Beling, P., & Bowen, E. (2025). Fraud 
detection in healthcare claims using machine learning: A systematic 

review. Artificial Intelligence in Medicine, 160, 103061. 

8. Settipalli, L., & Gangadharan, G. R. (2023). WMTDBC: An 
unsupervised multivariate analysis model for fraud detection in health 

insurance claims. Expert Systems with Applications, 215, 119259. 

9. Hancock, J. T., Bauder, R. A., Wang, H., & Khoshgoftaar, T. M. (2023). 
Explainable machine learning models for Medicare fraud detection. 

Journal of Big Data, 10, 154. 

10. Chen, Y., et al. (2022). Identifying fraud in medical insurance based on 

blockchain and deep learning. Future Generation Computer Systems, 
130, 140–154. 

11. Khalil, A. A., Liu, Z., Fathalla, A., Ali, A., & Salah, A. (2024). Machine 

learning based method for insurance fraud detection on class imbalance 
datasets with missing values. IEEE Access, 12, 155451–155468. 

12. Challa, S. R., Burugulla, J. K. R., Pamisetty, A., Challa, K., & Paleti, S. 
(2026). AI and ML-Powered Cybersecurity Strategies for Cloud 

Computing: Ensuring Infrastructure Stability in Financial and Retail 

Sectors. In Lecture Notes in Networks and Systems (pp. 315–327). 
Springer Nature Switzerland. https://doi.org/10.1007/978-3-032-08246-

6_25 

13. Debener, J., Heinke, V., & Kriebel, J. (2023). Detecting insurance fraud 
using supervised and unsupervised machine learning. Journal of Risk 

and Insurance, 90(3), 743–768. 

14. Motie, S., & Raahemi, B. (2024). Financial fraud detection using graph 
neural networks: A systematic review. Expert Systems with 

Applications, 240, 122156. 

15. Tong, G., & Shen, J. (2023). Financial transaction fraud detector based 

on imbalance learning and graph neural network. Applied Soft 

Computing, 149, 110984. 



 
 
16. Wang, X., Liu, Z., Liu, J., & Liu, J. (2023). Fraud detection on multi-

relation graphs via imbalanced and interactive learning. Information 
Sciences, 642, 119153. 

17. Zhang, T., & Ye, H. (2023). Fraud detection based on graph neural 
network. In Advances in Artificial Intelligence, Big Data and 

Algorithms. IOS Press. 

18. Benchaji, I., Douzi, S., El Ouahidi, B., & Jaafari, J. (2021). Enhanced 
credit card fraud detection based on attention mechanism and LSTM 

deep model. Journal of Big Data, 8, 151. 

19. Cherif, A., Badhib, A., Ammar, H., Alshehri, S., Kalkatawi, M., & 
Imine, A. (2023). Credit card fraud detection in the era of disruptive 

technologies: A systematic review. Journal of King Saud University—
Computer and Information Sciences, 35(1), 145–174. 

20. Sulaiman, R. B., Schetinin, V., & Sant, P. (2022). Review of machine 
learning approach on credit card fraud detection. Human-Centric 

Intelligent Systems, 2, 55–68. 

21. Shukla, A., Recharla, M., Hari, P. K., Adapa, S., & Raja, J. (2026). AI-
Enabled Log Analysis for Predictive Maintenance and Troubleshooting 

in Industrial IoT. In Lecture Notes in Electrical Engineering (pp. 567–

578). Springer Nature Switzerland. https://doi.org/10.1007/978-3-032-
20533-9_48 

22. Cheng, D., Xiang, S., Shang, C., Zhang, Y., Yang, F., & Zhang, L. 
(2020). Spatio-temporal attention-based neural network for credit card 

fraud detection. Proceedings of the AAAI Conference on Artificial 

Intelligence, 34(1), 362–369. 

23. Benchaji, I., Douzi, S., El Ouahidi, B., & Jaafari, J. (2021). Enhanced 

credit card fraud detection based on attention mechanism and LSTM 

deep model. Journal of Big Data, 8, 151. 

24. Zioviris, G., Kolomvatsos, K., & Stamoulis, G. (2024). An intelligent 

sequential fraud detection model based on deep learning. The Journal 
of Supercomputing, 80, 14824–14847. 

25. Craja, P., Kim, A., & Lessmann, S. (2020). Deep learning for detecting 

financial statement fraud. Decision Support Systems, 139, 113421. 

26. Segireddy, A. R., Nagabhyru, K. C., Gadi, A. L., Pandiri, L., Paleti, S., 

Nandan, B. P., ... & Meda, R. (2026). U.S. Patent Application No. 
19/389,116. 

27. Liu, Y., et al. (2020). Quantitative detection of financial fraud based on 

deep learning with combination of e-commerce big data. Complexity, 
2020, 6685888. 

28. Motie, S., & Raahemi, B. (2024). Financial fraud detection using graph 
neural networks: A systematic review. Expert Systems with 

Applications, 240, 122156. 

29. Lei, Y.-T., Ma, C.-Q., Ren, Y.-S., Chen, X.-Q., Narayan, S., & Huynh, 
A. N. Q. (2023). A distributed deep neural network model for credit 

card fraud detection. Finance Research Letters, 58, 104547. 

30. Zioviris, G., Kolomvatsos, K., & Stamoulis, G. (2024). An intelligent 

sequential fraud detection model based on deep learning. The Journal 

of Supercomputing, 80, 14824–14847. 

31. Raghi, K. R., Paramarthalingam, A., Kanthan, H., & Karthiban, M. 

(2025). A privacy-preserving approach to health insurance fraud 
detection using vertical federated learning. Sensors, 25(23), 7354. 

32. Supriya, Y., Victor, N., Srivastava, G., & Gadekallu, T. R. (2023). A 

hybrid federated learning model for insurance fraud detection. In 2023 
IEEE International Conference on Communications Workshops. IEEE. 

33. Anand Kumar, P., & Sountharrajan, S. (2025). Insurance claims 
estimation and fraud detection with optimized deep learning 

techniques. Scientific Reports, 15, 27296. 

34. Aros, L. H., Molano, L. X. B., Gutierrez-Portela, F., Hernandez, J. J. 
M., & Rodríguez Barrero, M. S. (2024). Financial fraud detection 

through the application of machine learning techniques: A literature 

review. Humanities and Social Sciences Communications, 11, 1130. 


