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Abstract— Autonomous enterprise operations carry a
significant sustainability dimension, one made increasingly
urgent as real-world deployments draw near. EXisting
literature, however, tends to treat their implementation and
resulting behaviours qualitatively, rather than as an explicit
foundational design concern. In practice, designing,
developing, and deploying autonomous systems raises
complex sustainability questions — particularly where
resource costs are displaced away from the enterprise itself or
deferred to later stages such as a system's lifespan and
disposal.

While the impact of intelligent technologies on the digital
workforce is widely acknowledged, sustainability
considerations — especially regarding the labour market —
have only recently gained prominence, with Edge
Intelligence emerging as a key focal point. These
considerations extend beyond resource requirements like
energy and materials to encompass support for the circular
economy.

In response, frameworks and metrics are emerging to help
companies quantify environmental cost-related indicators.
Such indicators are essential for mapping the Edge
Intelligence of Cyber-Physical Systems (CPS) and their last-
mile deployment. Once clearly defined, implemented, and
rigorously assessed, these indicators will enable the
autonomous enterprise to shape the smart edge of CPS in line
with a sustainable transition and digital justice — or, at
minimum, to limit the impact on the workforce.

Keywords—Smart  cyber-physical infrastructures;
autonomous operations; edge intelligence; Edge Al
automation; sustainability; security; privacy; compliance;
openness; collaboration.

1. INTRODUCTION

Governing digital products and services requires a
capacity to make and implement decisions based on new
information,  risks, and regulatory  requirements.
Stakeholders—vendors, infrastructure  decision-makers,
application owners, executive management, and legal-
compliance teams—want to see that product decisions are
risk-aware, acted on in a timely manner, and supported by
guidance demonstrating accountability. Operationalizing
these demands involves establishing playbooks that govern
the adoption of ever-pervasive cloud-based technologies and
follow a digital-governance approach, with a focus on
making the decision process transparent and auditable.

Decision intelligence combines classic decision-making
activities featuring risk and reward while coordinating the
relevant actors, supporting technologies, and information.
Governance concerns determine who has the right to make or
influence specific decisions, security and legal teams need to
address the manner of collecting and processing data, and the
responsible-innovation paradigm ensures that the technology
adoption decision process is transparent and ethically
responsible. Playbooks articulate the entire process of digital
product adoption in a rational manner, emphasizing the
principles of alignment, verification, and specification
around the product audit track that must be followed.
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Fig. 1. Layered edge-intelligence architecture for
autonomous enterprise operations, linked to the six
sustainability KPls.

2. Theoretical Foundations of Decision
Intelligence in Digital Infrastructure

Decision intelligence integrates theory and practice
across disciplines to inform decisions about complex
systems, such as Digital Infrastructure. Combining decision
theory, the governance of data, and Risk Governance and
Compliance (GRC) in Information Technology, creates an
agenda for research and practice through the lens of governed
digital infrastructure. By distilling utility, uncertainty, and
trade-offs, decision theory reveals the factors determining the
desirability of digital infrastructure products and services.
Theories of governance, risk, and compliance highlight the
processes and criteria that, if followed, contribute to the
socially, politically, and economically acceptable adoption of
these products and services.

Decision Theory provides insight into how products and
services in a digital infrastructure context should be assessed
and compared. Digital Infrastructure is complex; products
and services are made up of many components, dependent
and independent alike. A Risk-Aware approach is needed as
Infrastructure decisions are technical, operational, and
technology decisions driven by data or by data products used
by external-facing user communities; public trust is essential
for Equity and Safety in Technology Adoption. Decisions are
often multidimensional; multiple stakeholder groups will be
involved in governance. Outputs require both formal
approval and public acceptance. At all times, a transparent,
published approval decision trail with associated risk analysis
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supports ongoing post-implementation audit, serves as a basis
for ongoing stakeholder trust, and provides an alignment
mechanism for Infrastructure Roadmaps and Project
Prioritization.
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Fig. 2. Latency—energy trade-off by deployment site
(illustrative data).
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Fig. 3. Lifecycle carbon by stage, indexed to a cloud-centric
baseline (illustrative data).
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3. Governance and Compliance in
Technology Adoption

Governance structures, policy instruments, and regulatory
regimes form the governance ecosystem affecting the
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adoption of technology products. While traditional decision-
making focuses on technical problems, both public and
private sector governance create compliance requirements for
technology adoption, imposing a heavy burden on decision
makers. In the public sector, these requirements—identified
through process mapping—include approval and oversight
requirements for policy, procurement, and expenditure;
legislative compliance for procurements and expenditure;
fiscal responsibity oversight; data protection; privacy and
surveillance; data security; information security; disability;
official transport; and ethical finance. In total, they comprise
23 decision points that add significant time overhead to
technology adoption. Aligning with the intent of these
requirements through collaborative risk assessment at the
product or service level, rather than the jurisdictional level,
would facilitate timely deployments and likely satisfy
compliance.

Governance comprises rules and regulations within both
public and private sectors that specify what must be done,
how it should be done, and by whom. Decision makers face
complex questions when procuring and adopting technology
that allows faster, cheaper, and better delivery of services and
that addresses stakeholder concerns. Yet products creating
significant data privacy and security risks with respect to the
offering business or agent are often adopted unaudited or
uncleared, with risk assessments avoided or superseded by
processes. Even the private sector, which has generally
adopted a business-first ethos, should engage risk assessment
as a core component of Governance Risk and Compliance
procedures.

Mathematical Formulas:

Equations (1)—(6) formalise the KP1 definitions in Section
4 of the paper. Equations (7)—(10) support the composite-
metric, trade-off and risk-decision discussion.

Ege = EiEedgeEi + E:jEEID'leE]'
1)

Total energy: all edge and cloud resources used to
process one enterprise task.

L = freply — trequem = L, + Lqueue + Lpr:u:
(2)

Latency: client request to first reply across the edge—
cloud path (transmission, queuing, processing).
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R — NSIJEI:E‘SS

®)
Reliability: long-term share of requests executed
successfully.

N reguests

2:41'1):11' = B Ol + Cemp + Ceal — Cofpmet

Net carbon footprint: operational energy x grid
carbon intensity (ClI), plus embodied and end-of-life
emissions, minus offsets/reuse credits.

_ Cdeploy + Coperate + Cucale

Tl:-|:|
®)
Total cost of ownership over deployment, operation
and scaling, normalised by operation time.

Resilience: percentage of time the business service is
up (no down-period).

§ = ¥, wn &, with X w, =1
()

Composite sustainability index; X, is metric m min—
max normalised to [0,1] (inverted for cost-type metrics
suchasE, L, C, 1).

min (B L Crop. ) st R = By, A = Ay
®)

Deployment trade-off: choose the edge/cloud
placement that minimises cost-type KPIs while meeting
reliability and resilience floors.

EU(a) = X;p(s) ru(a.s)
)

Decision theory (Sections 2-4): expected utility of
option a under uncertain scenarios s.

Pres = Bl -(1 —m)
(10)
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Residual risk after controls: likelihood x impact,
reduced by control effectiveness n € [0,1].

4. Risk Assessment Frameworks for Product
Decisions

Risk assessment frameworks tailored to product decisions
encompass technology threat modeling, product impact
analysis, and evaluation of the residual risks associated with
technology adoption. The practical details of each framework
are addressed in turn.

The risk taxonomy identifies the key categories, the
qualitative scoring rubrics specify the question sets that guide
risk scoring, and the quality-assessment guidelines articulate
the recommended standards for inputs into risk evaluations.
Further, enablers and challenges for uncertainty
quantification and sensitivity analysis are described. Decision
envelopes, guardrails, and fallback options for product
choices are proposed, and considerations for scenario
planning and stress-testing methodologies are outlined.
Together, these materials provide a structured means of
assessing risk in the adoption of third-party products and
services.

A product’s cyber threat landscape encompasses
vulnerabilities that could be exploited, pathways through
which attackers might exploit them, and business partners or
other third parties that might affect the likeRecent advances
in the adoption of edge infrastructures create an opportunity
for incorporating near-detection intelligence in digital
operations and services in the broad context of smart cyber-
physical infrastructures. Edge Intelligence enables the
realization of autonomous enterprise operations in a wide
range of application domains. In the context of these
infrastructures—comprised of device and platform
ecosystems that support the cooperation of people, machines,
and software agents within their environment—it's expected
that planning and decision-making can be carried out by
distributed intelligent agents controlled in a decentralized
fashion. However, the reliance on the automatic interaction
of systems, for example in decision-making processes, poses
significant sustainability concerns. The efficiency of data
pipelines, the longevity of physical components, the synergy
of the system's autonomous units, and, consequently, the total
cost of ownership of autonomous operations should be
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addressed, together with the environmental aspects of such
implementations.

Together with decentralized operational models,
integrating the sustainability of the produced solutions into
feasible life-cycle evaluation and the design of evaluation
protocols, benchmarks, and experimentation setups enable an
objective study of the ecological aspects of deploying Edge
Intelligence to enable autonomous operations within smart
cyber-physical infrastructures. The consideration of
guantitative metrics that target energy efficiency, latency
trade-offs, reliability, lifespan of the providing components,
and total cost of ownership offer a comprehensive view of the
ecological impact. An integrated dashboard supports the
analysis of data collected to validate environmental claims.
The exploration of the adequacy of the produced composite
metrics for monitoring enables infeasibility analysis.
Capturing the trade-offs and conjunctions between
performance, cost, and ecological impact suggests directions
for future investments and accelerates the long-term viability
of these systems.

TABLE 1. Sustainability KPIs for edge intelligence in
smart CPS (Section 4)

KPI Definition Uni
(as in paper) t

Total E
energy tot

Envir
onmenta
| use

Energy J |/
consumed by all | KWh
edge and cloud | pertask
resources for the
selected task

Envir Late L Time ms
onmenta | ncy between client
I request and first
reply in the
edge—cloud
environment

Envir Relia R Long-term %
onmenta | bility successful  task | (0-1)
I executions

relative to
requests
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Envir Carb C Net carbon kg

onmenta | on tot emissions of an @ COae
| footprint edge-automated
smart enterprise
operation
Econ Total T Deployment curr
omic cost of + operation + ency/h
ownersh scaling  costs,

ip normalised by
operation time

Econ Resil A
omic ience

Long-term %
service uptime
maintenance:
share of time
without a down-
period

TABLE 2. Enterprise operation levels and typical
edge—cloud placement (Sections 2-3)

Typical Preferr Mai
el functions ed site n KPI
driver
Opti Resource Cloud / Eot,
misatio | allocation, energy- edge T
n hungry task
scheduling,
risk/cost/compliance
evaluation
Con Sensing— Edge / L, R
trol actuation loops = on-device

(open/closed),
supervisory control,

first-order  control
inputs
Lea Anomaly Edge Coot,
rning detection, state | (inference), = Eiot

forecasting, failure = cloud
prognosis, RUL, | (training)
lifecycle impact
assessment
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5. Security, Privacy, and Compliance in
Edge Environments

A novel threat model for edge-enabled cyber-physical
systems incorporates aspects specific to dependence on edge
computing resources and distributed deployment, and
proposes security controls to mitigate identified risks.
Security controls span data governance, edge node hardening,
and secure orchestration. Furthermore, zero-trust principles
and incident response capabilities are advocated. The planned
deployment of smart distribution grids serves as an example
threat model within which relevant controls are aligned to
meet specific privacy-preservation concerns and compliance
requirements.

Smart distribution grids are posited as one representative
use case for autonomous operations across edge-CPS
environments. Such environments necessitate consideration
of risk factors, security controls, and governance measures in
the design and development of enterprise processes. Given
the use of enterprise and personal data, prioritizing data
governance with due respect for privacy-preservation is
essential. The cross-cutting nature of edge computing also
demands particular attention to compliance and regulatory
requirements. Addressing the associated threat models,
security-defence mechanisms, and mitigation techniques thus
ensures that users, operators, and involved stakeholders are
aware of possible risks when operating within such
environments.

TABLE 3. Edge-CPS security and privacy controls

(Section 5)
Control Purpose Protects
area
Data Rules for Privacy,
governance | collecting, compliance
processing and
sharing enterprise
and personal data
Edge Reduce attack Integrity,
node surface of exposed, = availability
hardening resource-
constrained nodes
Secure Trusted task Integrity,
orchestratio | distribution among | confidentiality
n
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distributed devices

and agents
Zero- Continuous Confidentiality,
trust verification of | integrity
principles every user, device
and service
Incident Detect, contain Availability,
response and recover from | accountability
attacks; support
audit

6. Conclusion

Security and privacy dimensioning in advanced edge
environments constitutes an essential component of
responsible Al in distributed infrastructures characterized by
autonomous decision-making. However, ensuring the
confidentiality, integrity, and availability of the datasets
leveraged and the decision-making processes performed at
the edge represents a significant challenge due to the open
and decentralized nature of these environments. Indeed,
advanced edge systems are more susceptible to different
security threats and vulnerabilities than traditional
centralized cloud systems.

Building on this motivation, this research section
identifies and investigates the unique security, privacy, and
compliance aspects of edge-enabled autonomous operations.
More specifically, it identifies the distinct security threats,
risk factors, and privacy considerations associated with the
edge, and discusses how these aspects can be effectively
managed to foster trust in deployed solutions and,
consequently, their adoption.

The resulting body of knowledge encompasses a broad set
of security dimensioning strategies across different layers and
phases of the distributed infrastructure. Combining principles
and techniques from different areas of distributed systems
such as edge computing, network security, and privacy
preservation, the proposed security-enhanced  risk
management framework forms a comprehensive and
effective reference for responsible-edge enabled autonomous
operations. Finally, its applicability is illustrated through a
practical case study addressing a multi-tenant edge support
architecture for distributed Al-based traffic management.
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